DefendLine Security Complex
(Open source hardware project)

Magictale Studio Developers

V 1.1-dev

Copyright © 2006-2009 DefendLine community



Table of Contents

O 1 o TSP SPPPTTRSPPPTTRSPPIN 1
1.1 PrOJECE OVEIVIEW ...ttt ettt ettt ettt s e et et e e ettt e e et et s e e e eaa e e e e abaneeennan s 1
P2 oo 8 o gL oo 1o 1o PSR UPPPPTTTT 2
2.0, SPECITIC FOBIUIES ... ittt e e et e et et et ea e e e et e e ean e aebn e e eaneeennaaes 2
2.2. COmMPONENt ATCNITECTUIE .......i ettt ettt e et e et e e eaa e e eenens 2
S HAIAWENE Pt .....eeeiiiii e 5
N I O (o BT A B T=o =0 TSP UPPRN 5
3.2. PCB ANd COMPONENE LBYOUL .....ceuuneieiitee ettt sttt e et e e et e e e et e e e e et e e e eenaaeeeees 7
3.3 ASSEMIING L. it e r e et r e 7
A, SOFEWEAIE Pt .....eeete ettt et oot e et e e et et e e et et e et e e e et e e e e e et et ea e e e enaa e eee 9
4.0, SOfIWEAIE OVEIVIEW ..eeiieei e e ettt e et e et e e e e e e e et e e et e e etnte e et eeeaneeetnneeaneeanaees 9
4.2. Microcontroller Firmware BUilding ..........coouiiiiiii e e e e 9
4.3. Mobile Phone Midlet Building And DeplOYMENt ...........oiuuniiiiiiiaei e 11
4.4. Mobile Phone Midl€l SIgNING ... ..c.uuuieiiiei et e et e b 12
4.5, WED Server DEPIOYMENT ... e e e e 12
5. Testing, TuniNg AN SEIING UP ..cuuniiiiiiei et et e e et e et e e e e et e ean e ean s 15
5.1. Microcontroller Testing and TUNING .........iiiiunieiiii et e e et e e eabi e eees 15
5.2. Web Server Testing AN TUNING «..vvuuerieeriieei e e e e e e e e e e e e et e e e eaa e e eatn e e saneeeen e eaneeanns 15
5.3. Mobile Phone Testing ANd TUNING ......oouuiiii e e e e e e e e eaaaaees 15
L 0] T =0 S I 16
7. EXamples Of LiVe INStAllatioNS ........ccuuiiiiiiiiiee et e e e e e e e e e e e e e e e et e eanas 17
7.1 Example Of A SECUFEd HOUSE ... .cuuiiii et e e e eaes 17
S Y= g1 =T (o 20
LS 0= B Ko N PP PP TSSPPPPPPTTIN 21
9.1. Plugging EXIErNal ACCESSOIIES ... .ceuiiieti ettt e et et e et e e et et e e et e e et e e et e e et e eaaeeenss 21
9.2. Functionality ENNBNCEMENT ..........uuiiiiii et e et e e e et e eeena e eeens 21
9.3. Launchpad TO NEW PrOJECES .....cveiiiiiieiii e e e e et e e e e e e e e e e et e e e e e e e e eaneaaenaees 22
O s = 1 1o PP SPPPTTPPPPPIN 23
DefendLineV 1.1-dev ii

DefendLine Security Complex
(Open source hardware project)



1. Preface

1.1 Project Overview

DefendLine is an open hardware/software project allowing to guard remote objects via GSM channel. Why design
one more GSM based security system, nowdays there are tons of them on the market available? The answer is
simple: the systems produced in lots are rather expensive and at the same time do not quite fit everyone's needs. This
solution is based on maximally simplified microcontroller which comprises of low-cost and easy-to-find components.
Simple system does not necessary have to be primitive. This one was thought to be flexible and extendable and to
use as much functionality of external GSM device as possible. In minimal configuration it is capable of handling 4
external detectors, controlling 2 external devices by switching them on/off, performing programmed actions on timer
events, being controlled by means of SMS commands, detecting power outages and automatically switching to backup
power source. If external GSM module is presented as a mobile phone with embedded camera and Java support,
digital pictures can be taken and sent via HTTP. Extension connector might be used for LED display interfacing or
for increasing numbers of input/output lines. There is an option to interface iButton (1Wire) devices by means of
separate 2-pin connector which allows to use temperature sensors, touch memory, secure and authentification tags etc
(see http://www.maxim-ic.com/products/1-wire). Open source firmware gives obvious advantages, it boosts system's
flexibility, stimulates further improvements and development, allows custimisation and tuning to meet client needs.
All abovementioned features make the product quite competitive, uncover its huge potential to not only experienced
engineers but juniour developers and hobbists as well and open new horizons on afield of creative work.

Thank you and good luck,
DefendLine Development team
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2. Product Introduction

2.1 Specific Features

The system has the following features which set significantly differsit from those on the market:

* Itworksin two different modes. The first oneis a simple mode with a GPS module or a mobile phone with limited
features which allows to send natifications via SMS transport. The second mode is an extended one when the
microcontroller coupled with a mobile phone equipted with onboard cameraand virtual Java machine. This mode
allows to enclose pictures taken by controlled mobile phone as well as textual descriptions of the system's state. In
later case datais sent viaHTTP protocol using mobile phone TCP stack so dynamic web-based logs could be easily
organised by storing data for more than just one system;

» Immediate picture upload feature allows to send alarm and intruder's appereance before the device is disclosed and
destroyed. It may not be disclosed at all if properly disguised.

* A popular and cheap AVR8/16/32 processor is in a heart of the system is manufactured in different chip packages
including DIP which makes homemade PCB creation extremely simple;

» The microcontroller can be connected either to a mobile phone via seria interface with TTL levels or to a GSM
module viathe same interface with RS232 logical levels, through TTL<->RS232 adapter inbetween;

» Extension connector might be used to increase number of inputs/outputs;
« Different variety of external chips/devices can be connected viaiButton(1Wire) interface;

» Open source firmware gives unlimited freedom to any modifications/adaptations and dramatically simplifies bug
fixing;

» Assembly code gives the smallest program footprint capable of working even on processors with only 16 kbytes
onboard flash memory, modular firmware structure speeds up understanding, minimises development time and with
some limitations allows to built code to be deployed on processors with aslittle as 8 kbytes flash memory;

» The system can control external devices such as light in aroom, pumps, compressors, fans etc by using additional
relay board;

» Thereisabackup power supply that activates/deactivates automatically in case of main power outages;

 Additional adapter allows to power the system from a car accumulator;

2.2 Component Architecture

The system comprises of two major components: Atmel AV R-based microcontroller coupled with either GSM modem
or GSM mobile phone and aweb server. The first component isinstalled directly at location to be guarded, preferrably
masked or completely hidden. The microcontroller is then connected to up to four PIR detectors (or any other type
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Product Introduction

of normally closed connectors, magnet-hermetically sealed pair for instance), main power and backup battery supply,
optionally to external relays to control appliances like bulbs, heaters, fans. If mobile phone with embedded camera
and Java Virtual Machine (JVM) is used then pictureswill be taken automatically every time when controller inputs
change states or timer goes off or SM'S request to do so is received.

There are certain requirements for mobile phones to be used. First, mobile phone must have system connector with
seria port wired on it. The serial port must be accessible from inside Java application running on that phone.
Second, GPRS feature must be available on the phone. Third, in order to use full camera resolution, the procedure
of taking photos must be done not through Java API but by means of so-called keypad emulation. It means that the
microcontroller itself imitates key pressing and thustakes photos. When Jav a application codeislaunched, it isaware
of newly taken pictures, soit receives additional textual datafrom microcontroller, combinesthem with binary streams
representing new photos into HTTP request which is sent to web server via GPRS transport. In other words, fourth
requirement is support of keypad emulation. There is another issue related to Java applet signing absence of which
may result endless confirmations from mobile phone each time when COM port or GPRS connection is accessed. As
the process of becomming certified developer and obtaining a certificate for Java applet sigining isrelatively costly
there are ways to overcome this obstacle for certain models of mobile phones. Current system was designed and tested
with Siemens CX65/CX70 mobile phones but can be adapted and used with any type of mobile phone if it meets all
the abovementioned requirements. If any particular model does not comply with them but has system connector and
supports AT commandsit is still possible to useit, but the system will work in simple mode when there is no necessity
in web server, without option to take pictures and all notifications will be sent as SMS, not HTTP requests.

Optionally temperature sensor might beinstalled aswell, in thiscase all taken pictureswill have temperature measured
at the moment of exposition. L ocation and orientation of mobile phone with embedded camerais chosen get aviewport
of the area where one of the detectorsisinstalled. It might capture a potential intruder when the detector triggers.

The second component, web server, is responsible for multithreaded processing of incoming requests from remote
systems, storing data into a database, displaying stored results in a convenient way as dynamic web pages. Current
implementation is based on MySQL database and set of PHP scripts but in fact due to its relatively simplicity might
be port to JSP, Perl etc. It also might be easily intergated into already existing web solutions, web portals and so on.
Current implementation supports standard PHP user authentification to prevent data to be viewed by unauthorised
individuals.

The overall system's component layout in given below:
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Figure 2.1. Overall Component layout
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3. Hardware Part

3.1 Circuit Diagram

The heart of the unitis ATMEGA 16/32 microprocessor (U1) running at 3.6864 MHz (Y 1 oscillator). This frequency
provides required accuracy to clock serial communication between the unit and GSM modem at 57600/115200 bps.
Y 2 oscillator has standard 32768 kHz frequency for real time clock and used to invoke everyday routine procedures
such asdaily report sending, switching on/off external devices etc. CONN1 is used to connect up to four PIR detectors
(or any other normally shorted sensors). CONNZ2 is used to control external devices. J2 connector is reserved as an
extension. It might be used to connect external display or extra sensors. J3 connector alows to perform in-system
firmware flashing, J4 alows to connect 1Wire devices such as iButton identifiers, thermosensors etc. LED1, LED2
LEDs are for unit mode indications. LED2 is preferably green (or blue) and LED1 isred. LED2 indicates alive GSM
modem/phone connection by one short flash in case of simple mode (SMS mode) or by two short flashes in case of
advanced mode (recognised maobile phone model with embedded camera supporting Java and keypad emulation is
connected). LED1 indicates alarm or disconnected sensors by long flashes in case of inactive mode. If all sensors are
in normal state LED1 won't blink in inactive mode. In case of active mode (guarding) LED1 blinks with short single
flashesregardles of sensor states. SB1, SB2 are used to change unit mode manually (the same might be done by sending
SMS command). Pressing SB1 forces the unit to toggle its mode (simple to advanced and vice versa). Pressing SB2
toggles the unit from inactive to active mode and vice versa. J5 connector is used to connect to GSM module/mabile
phone. R4 and R5 resistors are voltage divider as long as some mobile phones as Siemens switch off if the level of
input signal is higher than certain value (may vary for different vendors and models therefore R4, R5 values might
require to be adjusted). C3, C4, C5 and U2 voltage regulator supplies the unit with 5V, input voltage is applied via J1
connector. R1 and R2 form 'power good' signal which allows the program be aware when the main power failed and
the system was switched to the battery. Battery source is connected to J7 connector. D1 and D2 diodes are very ssimple
solution performing seamless switch from one power source to another.

The circuit diagram is done by means of gEDA tool, please see below:
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Figure 3.1. Main Circuit Diagram
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Hardware Part

3.2 PCB And Component Layout

The controller is designed as double-sided PCB with 95x55 mm dimensions. In this PCB version has so low number
of vias, component and traces density that makes PCB manufacturing possible even in home environment. There was
no goal to minimise PCB dimensions but to make as much easier as possible to replicate it.

All components are mounted on the top side. It is recommended to solder 40-pin DIP socket instead of AVR chip
itself to leave an opportunity to replace the chip whenever it is necessary. Y1, Y2 are better to be placed horizontally
insulated by PV C sections. Length of LED1, LED2 pins should be adjusted to fit inside controller's box and be long
enough to reach box's front panel. To prevent PCB bottom foil detachment LED1 and LED2 pins should have PCV
sections put on.

PCB tracing and component layout is given below:
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Figure 3.2. Main PCB Layout

3.3 Assembling

The fully assembled controller's PCB is shown below:
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Hardware Part

Figure 3.3. Assembled Main PCB

PCB is fitted into a box of appropriate dimensions. The photo below depicts a completed micro controller module
with Siemens CX65/70 serial cable:

Figure 3.4. Assembled Controller
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4. Software Part

4.1 Software Overview

Building up whole complex implies usage of Java-aware mobile phone and PHP-enabled web server. Therefore,
the task subdivides into three subtasks: to build and deploy AVR micro controller firmware, build Java application
and deploy it to mobile phone and to deploy and set PHP scripts on a web server. Before moving to the next steps
project source code must be downloaded if it has not been done yet. The project could be retrieved by the following
SVN command: svh co https://defendline.svn. sourceforge. net/svnroot/defendline
defendl i ne .

4.2 Microcontroller Firmware Building

To build AVR firmware AVR studio 4 is used. It can be downloaded directly from ATMEL corporation web site.

Run AVR Sudio. Select New Project menu item from AVR Studio Project menu. In the opened dial og define Project
type as Atmel AVR Assembler, type DefendLined in Project name field and select source code location which isin
def endl i ne/ ASMsubdirectory. Click Finish button. The project tree should be created and the only initial file
Def endLi ne4. asmshould be displayed. By right mouse click on project's Source Files item and choosing Add
Filesto Project add therest * . asmfiles.

Before building the project must be configured to comply with target AV R microprocessor, hardware accessories and
desirable user settings. There are a few things to be defined in Def endLi ne4. asm please see the code fragment
below.

.include "nB2def.inc"
;.include "ml6def.inc"

; #def i ne _EXT_DI SPLAY_
; #define _TEST_

Example 4.1 DefendLined.asm Settings

First line defines which type of AVR processor should the code be compiled for. Obviously, that . i ncl ude
"nB2def . i nc" definesATMega32. By uncommenting#defi ne _EXT_ DI SPLAY_ external LED matrix display
support is enabled. This option is not used in current hardware configuration. And finally, by definition of #def i ne
_TEST _ internal tests will be enabled, this feature helps debugging code and do some validation in AVR simulator.

Note

Current AVR source code version is compatible with ATMega32. Nevertheless, the small code footprint
potentially fitsin AVR16 but some efforts must be made to adapt the codefor the latter one while keeping
compatibility with ATMega32.
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Software Part

There is one and only one user configuration which must be defined in Conf i g. asm please see the code fragment
below.

#define _CONF1_

#i f defined(_CONF1)

devi ce_i d:
.db "0123", 0, O
DA def:

.db "0B912143658709F1", 0, 0; 12345678901 - 1st desti nati on phone nunber

DA def 2:
.db "0B912143658709F1", 0, 0; 12345678901 - 2nd desti nati on phone numnber

;--- Textual representation of detector states ---
det _infrared:
.db "IR detector ", 0, O
det bal cony_door:
.db "Bal cony door ", O
det _verandah_door:
.db "Door of verandah ", 0O
det _main_gate
.db "Main gate", O
#endi f

. EQU REPORT_HOUR = 0x0;

Example 4.2 Config.asm Settings

In our case this user configuration called CONF1_ . Let's enumerate all the configuration parameters. The first one,
devi ce_i d defines unique 4-character microcontroller unit identifier. It allows to distinguish units which send data
to the same server. The second and the third parameters DA _def 1 and DA def 2 define mobile phone numbers
which will be used as SM S notifications reci pients when the unit worksin simple mode. Parametersdet _i nfr ar ed,
det _bal cony_door,det _verandah_door,det _nai n_gat e give more meaningful namesto sensors, they
make it easier to comprehend unit's reports and notifications. And finally, REPORT_HOUR defines report hour - time,
when daily report will be sent. 0x0 means 0:00 or midnight.

The project isready to be built. Select Build menu item from AVR Studio Build menu. Def endLi ne4. hex filewill
be created. Flash it to the target microprocessor by means of any AVR ISP programmer.
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Software Part

4.3 Mobile Phone Midlet Building And
Deployment

To build Java application a few things should be set up. First of al, Eclipse for Java Developers
needs to be installed, available at Eclipse site. The next required component is Siemens Mobility Toolkit
(SMTK), its Officia http://wwww.siemens-mobile.com site is not available anymore but SMTK still can
be found in the Internet, for example, at http://www.siemens-club.ru (unfortunatelly, this site is only
in Russian). The toolkit comprises of at least two modules, SMTK Core Pack which is located here:
http://download.siemens-club.ru/files/smtk/smtk_2 00 _3b.exe and Siemens CX65 phone emulator itself, it can be
found here: http://download.siemens-club.ru/files/smtk/cx65_11 119 41.exe. In fact, more than one emulator could
be installed at once, the SMTK basically allows to choose which one to emulate. To bind Eclipse platform and the

emulator toolkit there is an eclipseME plugin available at http://eclipseme.org.

As soon as all abovementioned tools are installed and set up, phone midlet might be built. Run Eclipse. Select File
-> Import. In opened wizard dialog select General -> Existing Projects into workspace. Click Next and select
root JSR75Patch project directory location. The project should appear in Projects list in the wizard. Click Finish
to complete, the project will appear in Package explorer view. In same manner import the second project called
PUploaderCom.

Note

If there are many precompilation errors it means that EclipseME plugin has not been set up properly
or basically a new empty workspace has been created. A detailed EclipseME configuration guidance
is accessible here: http://eclipseme.org/docs/configuring.html. In our case Semens Mobility Toolkit
2.00.3b should beimported as adevice to be used by J2ME projectsunder J2ME -> Device management
item settings accesible by Windows -> preferences drop-down Eclipse menu.

After that all already imported projects should be configured to use that just imported J2ME device. It
could be done by right mouse click on aproject in Package Explorer and filling Group and Device fields
in J2ME settings.

Finally the projects should be free from precompilation errors.

One more thing should be done before building procedure - the midlet should be configured which remote server
to use for data upload. In Package Explorer in PUploader Com project double click on PUploaderCom.jad file. A
new window with JAD properties will appear. Choose User Defined tab and three properties will be displayed. Set
Default-Host to your web server host name or |P address which will process datareceived from our security system (or
systems). Set Default-Port number if using non-standard HTTP port. Set Default-Addr to our PHP script, by default
itissetto/ dl / dl Log. php. For more information about web server configuration please refer to the next section
below. The midlet is configured now.

In Package Explorer do right click on PUploaderCom project and choose J2ME -> Create Package. Two files,
PUpl oader Com j ad and PUpl oader Com j ar will appear under deployed item in the project tree. Building is
complete.
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Software Part

4.4 Mobile Phone Midlet Signing

Before deployment to a mobile phone the midlet must gain access to security- sensible operations on the phone (such
as sending SMS, opening TCP and COM port connections). To know more about midlet signing please refer to agood
brief article about it: http://blog.javia.org/midlet-signing. This process usually involves significant financial expences
but fortunately thereis away to sign midlets for Siemens CX65/70 for free.

The tool for signing is «called Smelter and it can be downloaded from here
http://avkiev.kiev.ua/Siemens/Smelter/Smelter.rar. It does not required installation and usually works immediatelly
after extraction from the archive. In caseif thetoll failsto start complaining about abscence of some* . ocx libraries
then download OCX Control tool whichislocated here: http://avkiev.kiev.ua/Siemens/Soft/OcxCitrl.rar. By its means
register al required libraries and run Smelter again.

First of all, anew certificat must be created. The sequence is described below:

» Set rea date/time in both mobile and computer;

» Copy Confi g\ Pol i cy\ manuf act ur er. sbp file from the mobile to computer;
» Choose Tools-> Midlet Sgner -> Create certificate menu;

» Enter name of your certificate (for example - your name);

» Enter path to the file Conf i g\ Pol i cy\ manuf act ur er. sbp which has been aready downloaded from the
mobile;

» Copy der -filetothe mobileto\ Confi g\ Certifi cate Store folder;
» Copy manuf act ur er . sbp tothemobileto\ Conf i g\ Pol i cy folder (replace existing).
Then, the midlet itself must be signed. The whole sequenceis given below:

» Set thefollowing permissions for the midlet by means of checking itemsin Tools-> Midlet Sgner: FI LE_READ,
FI LE_READ X65, FILE WRI TE, FILE WRI TE_X65, | NTERNET, SM5, COW PUSHREG STRY,
MEDI A, MEDI A_X65 ;

» Choose Tools -> Midlet Sgner -> Certificate menu, then choose the certificate that has just been created;
e Choose Tools-> Midlet Sgner -> Sgn midlet menu, then choose PUpl oader Com j ar midlet.

As result, PUpl oaderComjad will be appended with MDiet-Certificate-1-1,
M Dl et - Jar- RSA- SHAL, M Dl et - Per m ssi ons properties. Upload both PUpl oader Com j ad and
PUpl oader Com j ar filestothemobileandinstall theminasubfolderinAppl i cat i ons directory. Thesubfolder
must benamedinaway sothat itisdisplayedfirstin Java application list (DefendLine or Guarding fitsin most cases).

4.5 Web Server Deployment

Server-side application isimplemented as a set of PHP scripts using My SQL database as data storage. Nowdays web
servers are mostly hosted on Uni x platforms and their clones, that is why in this guide instructions will be given
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describing in detail how to set up the application on Li nux platform, Ubunt u OS, to be more precise. In most cases
names of the packages, required to be installed, will be the same for other Li nux systems. Theoretically speaking,
the application could be installed even on W ndows OS but it is out of scope of the current guide.

Let's assume that no Apache web server, MySQL database server, PHP interpreter isinstalled. Let's also assume that
Ubuntu or Kubuntu OSisinstalled, there is an Internet connection awailable and you have root privileges. In this case
thelist of stepsto be doneis given below:

Install PHP5 by means of the following command in terminal console:

apt-get install php5

Install PHP command line interface:

apt-get install php5-cli

Install PHPMyAdmin:

apt-get install phpnyadm n

During installation process choose apache?2 in reply to the question 'Please choose the web server that should be
automatically configured to run PHPMyAdmin';

Install MySQL server:

apt-get install mysql-server

During installation process define a new password for the MySQL ‘root" user when prompted to do so;

Openthefollowing URL onyour server: http://localhost/phpmyadmin. Y ou should see start page and login prompt.
Fill it with credentialsr oot asuser id and the password that has just been defined during MySQL server installation.
Y ou should see the main screen form;

Create a new empty database def end_1 i ne, then import def endl i ne/ PHP/ SQL/ creat e_struct. sql
file. Asaresult, one table structure should be created in the database;

In privileges screen form create a new database user and grant full privilegesto def end_I i ne database;

Copy def endl i ne/ PHP/ dI into/ var / www Make sure that *. php files have permissions for execution and
upl oad and m xed folders have write permissions;

Now a few modifications in / dl /i ncl ude/ confi g.inc. php must be done. Redefine db_user and
db_pass by filling them with database credentials. Fill web_user MD5 and web_pwd_ MD5 with MD5 sums,
calculated for web username and web password appropriately;

Restart apache2 service:

/etc/init.d/ apache2 restart
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http://localhost/phpmyadmin

Software Part

» You should be ableto login to access DefendLine data http://localhost/dl/dIRep.php. There should be an empty list.

 Imitate some data submitted by a remote security system. Open the following link: http://localhost/dl/dIL og.html,
fill thefields appeared then submit the form. Check http://local host/dl/dIRep.php again. There should be onerecord.
Setting up procedure complete.
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5. Testing, Tuning And Setting Up

5.1 Microcontroller Testing and Tuning

Power up the microcontroller. The device will start and indicate its readiness by brief triple blink of LED2 (the blue
one). It meansthat the microprocessor isflashed correctly and most of hardware works. Thered oneled (LED1) should
blink periodically and much longer than LED?2, it means the system isin inactive state and there is at |east one sensor
in alarm state (or sensors are smply disconnected). Plug a mobile phone into the controller. LED2 should blink a
few times again indicating that the phone is recognised. After that LED2 should blink periodically with double or
single flashes. Double blink means that Semens CX65/70 compatible phone is connected and the system works in
extended mode. Single blink means that simple phone is connected and the system works in SMS only mode. From
another mobile phone send SMS to the system with act i vat e message content. LED1 should start blinking rarely
and briefly, it means that the device in active state now. In reply, the SMS sender maobile phone should receive the
command confirmation (mobile phone number must be defined in DA_def , refer to Section 4.2, “Microcontroller
Firmware Building”). For the full list of commands refer to Chapter 6, Command Set List.

5.2 Web Server Testing And Tuning

Server side could be tested independently from the guarding system. Remote security system might be
emulated by means of dl Log. ht m test form, please refer to Section 4.5, “Web Server Deployment”. The
set of scripts might be easily integrated with aready existing web project: al settings are defined in one
/dl/include/config.inc.phpfileand stylesaredefinedin/ dl / dl . css file. The script behavior could be
easily customised aswell.

5.3 Mobile Phone Testing And Tuning

Make sure that Java application is properly installed, please refer to Section 4.3, “Mabile Phone Midlet Building
And Deployment”, Section 4.4, “Mobile Phone Midlet Signing”. Check if the phone can establish GPRS connections.
Run PUpl oader Comapplication while the phone is not plugged into the controller. A warning Connect accessory
must appear. Connect the phone and the controller. Run the application again. It should run without warnings. Please
make sure that the phone has enough free space, refer to Chapter 8, Maintenance.
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6. Command Set List

Currently there are the following commands supported:

St at us command. Returns firmware revision number and the following statistical data: number of taken pictures,
number of activities (alarms), number of power failures, number of SM Srequests, number of unknown SM Srequests
in form today's number/total number, current system's state (active or inactive>, current sensor states;

Act i vat e command. Setsthe system into active state if it was inactive before;
Deact i vat e command. Sets the system into inactive state if it was active before;

Snapshot command. Takes a photo remotely and uploads it to the server immediately. Not available in smple
mode;

Set output [1]2] [ON OFF] command. Setsoutput 1 or 2 to high or low level;

Sysi nf o command. Returns firmware revision and copyright data, current state of LED1 and LED2 (enabled or
disabled), current timestamp, power source (main or backup) and current level of mobile battery;

Tenp command. Returns current temperatureif either DS18S20 sensor isinstalled or the mobile phone hasits own
sensor which is accessible via AT commands.

Set time YY/ MM DD, HH: mm ss command. Sets microcontroller's real time clock.

Note

RTC is set automatically by fetching current timestamp from maobile phone. This command was
introduced to simplify time settings when the controller works in tandem with GSM module which
usually desn't have RTC.

Reset command. Forces the controller to perform itsre-initialisation.
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/. Examples Of Live Installations

7.1 Example Of A Secured House

Here are the pictures taken by areal system installed in a small house. The first picture was taken due to IR sensor
alarm, it isinstalled inside the house, that is why there is no one was caputured by camera. The second picture was
taken when Main Gate sensor went off so there is a person on the photo. The third picture was taken by SM S request,
no sensors involved.

Activity detected % ALARH: 18888, nask: 111188688, IR detector

Date (GHT+7, OHSK}: 28088-07-29 22:92:34 DeviceID; 8883 % SoftVersion: V 3.0.0,5b

Figure 7.1. Snapshot Of A Guarded Object. IR sensor goes off
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Examples Of Live Installations

Activity detected \ ALARM: 100000, mask: 11110000, Main gate

Date (GMT+7, OMSE]: 2007-09-23 09:05:18 DevicelD: 0003 \ SoftVersion: V 3.0.0.5b

Figure 7.2. Snapshot Of A Guarded Object. Main gate sensor goes off
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Examples Of Live Installations

Snapshot requested \ remotely

- Rty NN

I

Date (GMT+7, OMSE): 2007-10-20 08:31:00 DevicelD: 0003 \ SoftVersion: V 3.0.0.5b

Figure 7.3. Shapshot Of A Guarded Object. Shapshot requested remotely
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8. Maintenance

The microcontroller itself requires no maintenance at all if used in reasonable temperature range. The same applies
to a GSM module in case of its usage. However, a mobile phone has a few drawbacks and needs to be maintained
every now and then.

First, SMS inbox is filled up in mobile phone as time goes by. Technically, all incomming messages are erased by
microcontroller logic as soon as they are processed. But if SMS was not handled correctly (for instance, if SMS
encoding is not supported by the microcontroller), it won't be deleted. Such messages must be deleted manually.

Second, picturestaken by Semens CX65/70, arelocated in aread-only part of phone'sfilesystem and cannot be deleted
by aJava application. The only theoretical way to overcome the obstacle isto navigate through the phone's filesystem
by means of keypad emulation which is considered unpractical due to potentically error-prone approach and thus it
is not implemented in current microcontroller's firmware. All in al, the folder containg pictures taken by phone's
camera must be clean up manually from time to time. Depending on model revision and number of aready installed
applications, Semens CX65/70 is capable of holding up to 100-130 VGA pictures.

Third, as the mobile phone is constantly recharged and in most cases exposed to temperature drops, it minimizes
battery'slifetime and leadsto its untimely degradation. Thereisonly one solution for the problem: battery replacement.

Fourth, if source of backup power supply is used, its batteries must be replaced when they are run out of energy.
Current hardware implementation is not capable of battery charging or measuring the battery charge level yet, it might
be implemented in next revisions.
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0. What Is Next?

There are three potential directions for further project evolution, each of them may exist and develop independently.

9.1 Plugging External Accessories

External accessories might be plugged inviaJ2, J4 are CONN1 connectors. List of possible accessoriesis given below:

* CONNL1 is normally used with external relay board to control one or two appliances. For example, a table lamp
could be switched on or/and off when preset time comes or certain event occurs. Currently port output state might
be triggered by incoming SMS (refer to Chapter 6, Command Set List). As an example, there is a basic schedule
implementation which switchesout put 1 on and off every day according to thetime definedin RTCl ock. asm
please see the code fragment below:

. EQU SCHEDULED OUTPUT1_ON HOUR = 7
.EQU SCHEDULED OUTPUTL_ON MN = 0

. EQU SCHEDULED _OUTPUT1_OFF_HOUR = 7
. EQU SCHEDULED OUTPUT1_OFF M N = 30

Example 9.1 RTClock.asm Settings

It becomes obvious, that out put 1 statewill be set to active (high) level at 7-00 am and set back to inactive (Iow)
level at 7-30 am every day. To implement more sophisticated behavior allowing dynamically change setting for
both outputs extra development time must be spent. It would be a good reason to keep such settings in EEPROM
rather than been hardcoded in a program memory.

* J4 connector is normally used for plugging in external temperature sensor, such as DS18S20 by Dallas
Semiconductor. Current implementation is capable of detection the amount of thermosensors connected to the bus
but fetches datafrom thefirst detected sensor only. Temperature datawill beincorporated as system field into every
HTTP request and will become automatically available as soon as the sensor is connected and recognised. Again,
to enhance this capability and to handle more than one sensor, extra devel opment time should be spent.

» J2 connector is reserved for future extentions. Its resource might be used for plugging in extra PIR/etc sensors.
Currently there is software support for external LED matrix display. The schematics and the PCB of the display
will be incorporated in the next UserGuide revision. Also J2 might be used for any other purpose but appropriate
software support must be provided as well.

9.2 Functionality Enhancement

The following functionality enhancements might be done relatively quick and easy:

» To achieve guaranteed notications delivery from microcontroller to server extra logic on microcontroller and/or
mobile phone side might be appended. At the moment there is no validation if HTTP request to the server failed
or not.
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What |s Next?

* Simplel2V t o 6V adapter would alow to power the complex from a 12V car battery. Adapter's schematics and
PCB layout will be incorporated in the next UserGuide revision.

» Some settings would be better to move out from program memory to EEPROM and make them configurable. Some
working cells would be also better to move from RAM to EEPROM to prevent them from losing when power is
down. It would be a good idea to configure them by SM S from master phone number.

 Simple TTL to RS232 hardware converter would allow to use GSM modules such as Semens TC35i, MC35i
etc. Converter's schematics and PCB layout will be incorporated in the next UserGuide revision.

* Bluetooth adapter capable of wired COM port emulation and plugged in the same manner as TTL to RS232
converter would make it possible to interact with new types of mobile phones even if they support only USB as a
physical connection.

Additionaly it would be desirable to have the following features but it requires more efforts:

* Remote firmware update feature via TCP over GPRS transport.

9.3 Launchpad To New Projects

This project is a good start to designing more complex and advanced systems due to its open nature and simplicity.
A system capable of capturing and storing not only still pictures but video as well might be alogical continuation. A
fully autonomous system working in wide temperature range with ability to recharge its batteries and designed with
less dimentions would be a goal worth to strive for. It would be great to add eventually some futuristic features as
image and voice recognition to activate/deactivate the system by voice, to distinguish friends and strangers and so on.
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10. References

* The Apache Velocity Project, DocBook Framework by Velocity community,
http://vel ocity. apache. or g/ docbhook

» Atmel, AVR microprocessrors manufacturer, ht t p: / / www. at el . com

» Semens-club, aportal dedicated to Siemensmobilephones(in Russanonly), ht t p: / / ww. si emrens-cl ub. ru
» The Eclipse IDE Project, an open source cross-plaftorm development platform, ht t p: / / www. ecl i pse. org
» The EclipseME Project, Eclipse plugin to develop 2ME MIDlets, ht t p: / / ecl i psene. org

e The  Smelter Project, an  Ukranian  tool for Siemens mobile phones  explorers,
http://avkiev. ki ev.ua/ Si enens/ Snel ter/ Snelter. htm

» The phpMyAdin Project, a free tool written in PHP intended to handle the administration of MySQL over WWW,
http: // www. phprmyadm n. net

» MagicTale Sudio, DefendLine community home, initiator of this project, ht t p: / / magi ct al e. com
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